H KCERT Capture the Flag Challenge
: Eictikea
[ EEE

2024 &£ 11 A

F g
0%

EENR

177 $% E 1E

® ; Bleck HONG KONG Internet Society
é .TLE = _ Buuhiniu COMPUTER SOCIETY Hong |(ong Chapter

EEEREE

OWASP &) tene Y

The Open Web Application Security Project

VXRL


https://owasp.org/www-chapter-hong-kong/

EEHE

iR E 18
|V OffSec

https://ctf.nkcert.org

Discord



https://ctf.hkcert.org/
https://discord.gg/hTwPJDm7jk

. HKCERT

=CTF

/1_. ..ﬂ #gﬁ % 2024

MER - WELZEMRBEMRRFR P ERBIMNERZ AT RIXIMPERIZ—
RERRMPNBELEHBESN - EEEZFRFAARRATHFTKER - BHIE - " BB
Ex, - "ERRE, O TABRKEF ) SHUBENE - SEBUFERREE &
W2 MEEAZASHEEANEBERARN R - DIKES "FRE, R "5, B4
Rz - FrEtRERE A RZ R - MFEM -

EEENEHIEIIHEERERRMNMETN—EREL N - S2BEH/EAGREEE
RMFRERETAVIRIEY - BB RLRE - lINESSE "HEE L, RO -

HERBEMINZEWEHELEERRBEARLREIN -  BEREEERBHERAESR - UFE
T — , BEETT -

FHEMLZEIEE 2024, HEEBRELESWHRRAPORETELEENBER  SF
EEFLE  RTEH—H _MAERERLZIEEZ — - [EERB 4 @HER . 8
- KREH - AFRANBIRA -

ZEDEEIBR CEEBELS - TERAREENTSRSEE @ BE0E LLiEEJﬂ%Z
B (Techkd ) EARVEEIRBEFRE - BB WEZERSKEE - AELRISEAE -
AR - EFAALINOZE USRI B ORIl - HJalRERZEE - Eipbn"t&/e
MRS ARN "ERES ) (L8 - BWMREREL  HAZBEINER -

FFSEARBBTA - WES BT - SEMA FHREAER RIUE - —
HESRRIAL -

VRIS - MEMSEXKE—RE T |

MBTERM - BHAS 22/ +852 2788 5884 Tf tracyc@hkpc.org - E18



mailto:tracyc@hkpc.org

_—_ HKCERT

=CTF

SEER
LEEEOABREREFSN - X5 % 4 BAR

1. PBH-2EPEE
*ZSEBRMPRFIERELAREE 2R - UHEHBEREMKRS -

Bl
P SEREM
PR B ERE—FR&EPE o hEHA

kLR 50 BBE (RFIERESERMNEEGE 1)WER - oER "1\
BSEBRE | (FRERSEKREELIR)
*REFRBHER(GE 2)JER "REBRE,

EDBRANEBELEPESENHZRN 20 5 - A EWRIELERMA
2 FE R ERT R L0E 30 KRG - RERNASEEHESY  HHREE

EX

%iﬁ

2. KB - £ BABIRERBEE - SRR - AIBLTHNBL2UNZAF
25

*ARUFSEE (AIRELEHRBZBHRB+/\RNAL) REEXRRNERE
ABRRBEKNFABESILEERR -

* EiBARBR LSRN EUSRENSE (HINEL - BLE2UF ) A5
ICAEBINESEER - P UZBSIMARA -

BlF
P SEREM
PREMBEIEEENABRABREBEER -5 « AFH- 5
ROR -~ BB LB LB o NHME (MMARPER
Hop 1 B2l EREEFEENAZNERKE « AHE
PR LRI

MBTERM - BHAS 22/ +852 2788 5884 Tf tracyc@hkpc.org - $28



mailto:tracyc@hkpc.org

_—_ HKCERT

=CTF

. AFRA - BN AREERRAKARNAELFRBERENAL
*ARUFSEE (AIRELEHRBBHIRB+/\RNAL) REERRERE
ABEHB KBS MEEEIRRR -

Bl

=P aERE2M
FREMBEINREEERAFTEEUNELIFL « RHME
BEZENWAL

Hop 1 B2l EREZFEEERIARERFE o HERE
AUARELIFNERRENAL

4. B4 - RERIFEEERIKREFFENSFETIFRESZHZEZNAL
*SERBRB LB HRRILAER 21 5%

B+

=0 aER2M
Hop 1 B2l EREZRFEEERIAREFE o HEERE
AUARELIFNERRENAL

\t

EEBUBBRENET  BBA—ZENA - BRSFERESMESP—REAR  THR
IR — B - SEEVARBLETHENIARS AT LCERA -
WAEEASEERFE  TMBEURSRBRERERE -

LEEAR
BN RNBFRE 2% - URERARKEET - ERSME KA

B E
A8 /N\ISAE_EECE - LI TERRR L ETUETT - SEEFELRBRER - " Wk
A - R ThEN . - EolEED R -

o FEBEHA
o Binary Exploitation 23 /%E

MBTERM - BHAS 22/ +852 2788 5884 Tf tracyc@hkpc.org - #3858



mailto:tracyc@hkpc.org

_ HKCERT

=CTF

o ZEES
T [ 4B 7%

o ENE

o #mIiE

o LR

o HitAE#S IR EE
*EEGREER P KRR RAEE

o LEEZHE:
SEFMRYBI—RXB SRR EMEUSE  ATEHHRFENEAIR
SRR EEA -
*BHREERME AR —HERIRETIEE -

o BHREME:
PESHENRENE 5 BIRBIOMIIR)BBATEER (BESMHEY -
RXHEMEBREN=IRBEENERSESE) ISRERE -
*EXMEFHNERBEER REBREFEUFEMFRERBPUEERE - REBEE
R gAY EREERIRLE -
*HHRRMERISEERN - FUBKARYVERE —RET D BRISEIORESS
B1% - DUSEB R BFIRZZE - fINKME A & B RYEBEBHRERS 3000 7 - BKMA
A K B REFHIKE D AR 15:30 & 16:30 - Bth A BREFRAEER - HH
BRING RRRET DR L -

o RE
1.5 H(EE#ET)ERIRBIEE - Ml "King of the Hill s FERVETT - BEWMEE RS
BIEkE: - KENEISH - L SEEMHDBRERRTAHREGEDH -

o THEME:
HEMRR KBS LT A
*IEBEERHEREPXRHENRAER

o LEEZRHE
RGEE - EREBEENRBKE -
1. hEZH
*BRESERMAEZIK—EFMBEREMEELE -
MBEAER - B4 22/ +852 2788 5884 5§ tracyc@hkpc.org - 4

=]


mailto:tracyc@hkpc.org

_—_ HKCERT

=CTF

2. XKE#H/ RA

*REFSEE (RELEREARB T \EMAL ) BE—ZHERE
FEEABRLE -

3. B4
*EIMEBENAESRLEERMEEEE AREEE -
CUEBREER  NMSEERIBFESGEA/ABLENEERE &
AEEBEERERKEIHE -
*REMEMBELEZMNBEEEBEAREER  HtBRFHSEER
FTIEIE -
*EIMEBENEBEEAEANESERERERRTEE -

*FELEEFEREREEN KEMBRERBFERRSILEE - £
mENAZIRAEIRINR B R -

*RIGRHEIRS 220V S0 =l i FE & 48 LR ARES -
*FRESEEFETRERBIADESS - RBITRARE -

PREEEE: BEORE K  BHSRNESERE LafkE -

e R m
B 24
o £ : BIHEZ HKD 10,000 (BERSERME)
o $REZ: E151225 HKD 8,000 (BR2ERKR)
o 32 : B151255 HKD 6,000 (BIX2ERKAR)
*HEMBUERAEFNER MUARRESES - EWEMURREULD
REEEENERCEDSESIERN - MAESITRERERN -
* EFE SRERRKESRMIE Bl  RMIWESERNMEER - LIKER

REMSHEBRE, N THEBRE, HER)

4. REH/ ~E4E/ B
o #5152 HKD 15,000 (BHRSERME)
o #REE: 55$ HKD 12,500 ( B S EKRE)
o #@8% : %52 HKD 10,000 ( B S ERKME)

MAFERIER - B 52/ +852 2788 5884 g tracyc@hkpc.org - =]



mailto:tracyc@hkpc.org

_ HKCERT

=CTF

EFMBUEREEFNEL TEIRMRERE  TRBEUSFRBURVREEEE
EmERERIERN - M AESTTEREREL -
*BREZTEMI  S/ESFHIERRENRIEK - BRESERMONSEEZRIERS

EFLEESIK

aEHE

il
ENEH#EZ 2024 11 A4 H (E8—)

F—ZNELEH(FEREERB)

2024 £ 9 A 28 H (2HIX)

TESEAE : Web, Crypto and Misc / Forensic - MUK BB FII4R
https://form.jotform.com/hkcert/CTF-2024-Workshop1

E_BVELEH(FEEELHER)

2024 10 H 19 H (E®/X) (BE)

TfEHNA : Reverse Engineering and Pwn - DI R B &3I4k
https://form.jotform.com/hkcert/CTF-2024-Workshop2

E
2024 £ 11 H8 HE 10 H (48 /)\iF)

NhERES
2024 11 H18 H (£8—)

RETEY (RIALHRB)
2024 F12 H14 H (28X)-E&

RE(1S HEBEE)
2025F 1TH20HEF 9300 £ 5K 307
2025F1TH21HEFIK30DE 12K 307

PRIz EIE
2025 F 1 H 21 H (BRERH )

MBTERM - BHAS 22/ +852 2788 5884 Tf tracyc@hkpc.org - o]



mailto:tracyc@hkpc.org
https://form.jotform.com/hkcert/CTF-2024-Workshop1
https://form.jotform.com/hkcert/CTF-2024-Workshop2

. HKCERT

=CTF

wWBRFGE

https://form.jotform.com/hkcert/capture-the-flag-challenge-2024-reg

fis TR e 4 Al

EEEGERRAR - DUREEERA ORI EEHAAR -
https://ctf.hkcert.org

MBEAIER - B4 £2/\8 +852 2788 5884 f tracyc@hkpc.org - FE7H



mailto:tracyc@hkpc.org
https://ctf.hkcert.org/

_ HKCERT

=CTF

ENZHFH BB AN TE)

B EEHEASR
w— THE HONG KONG
llu UNIVERSITY OF SCIENCE
AND TECHNOLOGY

AREMERETERR
L THE DEPARTMENT OF
COMPUTER SCIENCE & ENGINEERING

ZIEHE (BFa A0 ITE)

B H R S ANtINIE

Education Bureau

@R DL zaanes Qf} CSA - &éfjé?jtgitg

B @ HKCCE

e
'C omo uter D Ca‘ Dr 3
PREETLRE

EURRHERD I.lﬂltlc HK== E e s
KIF "= - = hkirc
-
£ B o A R & f Hong Kong Software
rxooe NS Industry Association
Hong Kong Society for Quality =

EEEBARAORRBRS

it Bors

BEIRAG
FHKI

o Mong Retsil

é: ISIA Rz i § l SACA

Information and Software Industry Association

China Hong Kong Chapter
one - T ° Project
§5ISACA.  PIEEE |= | AV N ~ L B

Macao Chapter Hong Kong Trgineeting and. T x E Hong Kong

FEPIEERRES
EE Hong Kong (SME) Economic and §?§¢"J\§;u:§§ﬁ@?ﬁ‘= 'mr FEONDERBS S

) The Hong Keng General ol HOMS KONG SHALLAND NEDKM ENTERPRISES ASSOOATION
Trade Promotional Association S b B o

MBTERM - BHAS 22/ +852 2788 5884 Tf tracyc@hkpc.org - E |



mailto:tracyc@hkpc.org
http://it.hkie.org.hk/

